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1	Decision/action requested
This discussion paper provides justifications for new test cases related to Diameter filtering for SMSF SCAS.
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AMF	Access and Mobility Management Function
AVP	Attribute-Value Pair
CC	Command Code
DEA	Diameter Edge Agent
DoS	Denial of Service
DRA	Diameter Routing Agent
EPS	Evolved Packet System
HDR	Header
HPLMN	Home PLMN
IANA	Internet Assigned Numbers Authority
IP-SM-GW	IP Short Message Gateway
IPX	Internetwork Packet Exchange
MO	Mobile Originated
MNO	Mobile Network Operator
MT	Mobile Terminated
NDS	Network Domain Security
PLMN	Public Land Mobile Network
POI	Point of Interconnect
SBI	Service Based Interface
SEPP	Security Edge Protection Proxy
SGd	Service Gateway Diameter
SM	Short Message
SMS	Short Message Service
SMS-GMSC	Gateway MSC For Short Message Service
SMSF	Short Message Service Function
STP	Signalling Transfer Point
UDM	Unified Data Management
UE	User Equipment
VPLMN	Visitor PLMN
4	Rationale
This paper provides insights into SMSF interfaces in case of roaming and non-roaming scenarios and the related external threats resulting in new test case of filtering. It is specifically focused on threats from Diameter SGd interface between SMSF and IP-SM-GW/SMS- router/SMS-GMSC.
5	Detailed Discussion
5.1 SMSF Interfaces for non-roaming and roaming scenarios
Figures 1 and 2 provide an overview of the SMSF interfaces with other network entities in case of non-roaming and roaming scenarios, respectively. The figures have been developed using information from Section 4.1, Section 4.2, and Annex K of 3GPP TS 23.040 [1], Section 4.4.2 of 3GPP TS 23.501 [2] and Section 2.3 of GSMA FS.19 [3].		 
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Figure 1: Interface connections between SMSF and other network entities in non-roaming scenario. The figure has been developed using information from section 4.1, section 4.2, and Annex K of 3GPP TS 23.040 [1], Section 4.4.2 of 3GPP TS 23.501 [2] and Section 2.3 of GSMA FS.19 [3].
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Figure 2: Interface connections between SMSF and other network entities in roaming scenario. The figure has been developed using information from section 4.1, section 4.2, and Annex K of 3GPP TS 23.040 [1], Section 4.4.2 of 3GPP TS 23.501 [2] and Section 2.3 of GSMA FS.19 [3].

In case of non-roaming scenario (Figure 1), the SMS originates at UE, goes through AMF and reaches the SMSF. The SMSF then forwards the SMS to SMS-SC (SMS Service Center) via SMS-GMSC/ SMS Router/ IP-SM-GW. The protocols employed between SMSF and SMS-GMSC/IP-SM-GW/SMS-Router can be MAP (Method 2.1), as described in 3GPP TS 29.002 [4]. Alternatively, they might be based on Diameter (Method 3.1), as specified for reference point SGd in 3GPP TS 29.338 [5], or on HTTP/2 (Method 1.1) as specified for the Nrouter service-based interface in 3GPP TS 23.540 [6]. Once the SMS reaches SMS-SC, it is then routed to the SMSF of the recipient network, traversing a similar path as in the forward direction ultimately reaching the recipient UE. 
In case of a roaming scenario (Figure 2), the network functions on the SMS path are similar to the non-roaming case. However, when the SMSF forwards the SMS to the SMS-GMSC/SMS Router/IP-SM-GW, it traverses inter-PLMN interfaces, which are implementation-specific to the network type (e.g. 4G, 5G) and the operator, that is, any of these interfaces, namely, Diameter (Method 3.2), MAP (Method 2.2), or SBI (Method 1.2), can be used. As shown in Section 2.3 of GSMA FS.19 [3], when traversing from the SMSF of the Visitor PLMN (VPLMN) to the SMS-GMSC/ SMS Router/ IP-SM-GW of the Home PLMN (HPLMN) via the SGd interface, the message passes through the Diameter Edge Agent (DEA) of VPLMN and the DEA of the HPLMN. The path followed for SM MO message in forward direction is the same as that followed by SM MT message in the reverse direction.
There can be some scenarios where diameter interface is likely to be used, especially when legacy networks are involved. For instance, consider the scenario (Figure 2) where a 5G system (5GS) and also EPS-capable User Equipment (UE) roaming in a 5GS (VPLMN), while its home network is EPS (HPLMN), is sending an SMS. In this case, the SMSF in VPLMN (5GS) communicates to SMS router in HPLMN (EPS) via the Diameter interface.
5.2 Why Filtering is required at SMSF
According to FS.19, “It should be noted, that proper usage of GSMA PRD IR.88 ‎[7] and 3GPP network domain security (NDS)/IP security 3GPP TS 33.210 ‎[8] would make Diameter attacks that exploit a lack of source authentication more difficult. However, despite such measures, insider attacks, the exploitation of hacked partner nodes or other weaknesses may provide an attack vector.”
Following are a few concerns related to diameter interface provided in GSMA FS.19 [3] which can be applied for SMSF interactions with other entities:
1. Quoting from GSMA FS.19 [3]: “MNOs need to filter proactively in order to make sure that the minimum attack surface is exposed to external potential attackers (e.g. via a partner MNO that has been compromised). Being able to detect attack patterns and block them dynamically using Diameter filtering and a corresponding alarm system is needed to enable faster closure of the vulnerability window and to reduce the potential impact.”
2. Quoting from GSMA FS.19 [3]: “The goal of Diameter filtering is to reduce the exposed attack surface of the MNO’s Diameter network, the DRA hosting provider, the IPX provider, and other Diameter hosting entities; and to minimise the risk of successful attacks, regardless of whether they appear to come from malicious attackers directly or from attackers masked as (or exploiting) compromised known partners.”
5.3 Relevant Command code values and different categories of filtering required for Diameter SGd interface at SMSF?
Clause 6.3.2.2 in 3GPP TS 29.338 [5] defines the command-code values for the SGd interface as assigned by IANA. These commands are enlisted in the below table.

	Command Name
	Abbreviation
	Command code
	Clause [5]

	MO-Forward-Short-Message Request
	OFR
	8388645
	6.3.2.3

	MO-Forward-Short-Message Answer
	OFA
	8388645
	6.3.2.4

	MT-Forward-Short-Message Request
	TFR
	8388646
	6.3.2.5

	MT-Forward-Short-Message Answer
	TFA
	8388646
	6.3.2.6

	Alert-Service-Centre Request
	ALR
	8388648
	5.3.2.5

	Alert-Service-Centre Answer
	ALA
	8388648
	5.3.2.6


                       
“For these commands, the Application-ID field shall be set to 16777313 (application identifier of the SGd interface application, allocated by IANA), except for the ALR/ALA commands for which the Application-ID field shall be set to 16777312;” [5]. Hence, for the SGd interface of SMSF, the valid Application-IDs for SGd interface are 16777313 and 16777312 and the valid command code values are 8388645, 8388646 and 8388648.

GSMA FS.19 [3] recommends 4 different categories of rules for the Diameter Firewall in Annex B. For the SGd interface of SMSF, the filtertering rules of the categories 0, 1 and 2 are applicable. The Categories 0, 1 and 2 filtering rules applicable for SGd interface are summarised in the below table. For details on these, please refer to Annex B of GSMA FS.19[3].


	Title
	Rule
	Rationale

	Category 0: Fundamental Filtering (See Section B.3.2 of GSMA FS.19 [3] for details)
	for each inbound message,
If (count(Origin Host) = 1 AND count(Origin Realm) = 1 AND each AVP is expected, compatible and AVP value is compliant to 3GPP specifications AND Answer message is not unsolicitated)
then
ALLOW
	“The purpose of Category 0 is to detect very simple spoofing attempts to relay messages into the network which corresponds to low level (base) Diameter screening without the need to decode specific AVPs.” [3] SMSF may receive an incoming message that is manipulated by an attacker (spoof/fraud). Receipt of multiple such messages may lead to DoS.
Therefore, permit messages whose AVPs adhere to the rules listed in the adjacent column and reject messages that do not comply with the rule.

	Category 1: Basic Filtering (See Section B.3.3 of GSMA FS.19 [3] for details)
	for each inbound message,
If (AppID in {16777313, 16777312} AND CommandCode in {8388645,8388646,8388648} AND AVPCode == AVP_CodeAllowed)
OR (OriginHost = PeerOriginHosts and
CommandCode = CCAllowedonPOIforPeers)
OR (OriginRealm = roamingPartnerRealms and
CommandCode = CCAllowedonPOIforUserSessions)
then
ALLOW
	“Category 1 filtering corresponds to Application ID and Command Code screening without the need to decode specific AVPs. It focuses on interface misuse (important to prevent external access to internal interfaces), hijacking interfaces and consistencies inside the message.” [3] SMSF may receive an incoming message which is a Diameter message but not for the SGd interface leading to interface hijacking/misuse. Receipt of multiple such messages may lead to DoS.

Therefore, the rule permits only messages with application ID, command code, and AVP codes that match those for SGd interface messages. Additionally, the rule accepts specific command code values only from specific peer origin hosts or origin realms.

	Category 2: Robust Filtering (See Section B.3.4 of GSMA FS.19 [3] for details)
	for each inbound message,
If (realm(OriginHost) == OriginRealm) AND where DestinationHost is present,
If (realm(DestinationHost) == DestinationRealm)
then
ALLOW
	“Category 2 filtering corresponds to detailed AVP level screening.” [3] SMSF may receive an incoming message with an Origin Host that does not match with the AVP value in Origin Realm, that is, it is manipulated by an attacker (spoof/fraud). Receipt of multiple such messages may lead to DoS.
Hence, accept only incoming that satisfy the rule.



Below are a few examples illustrating how the lack of filtering support in above scenarios can result in a Denial of Service (DoS) attack on the SMSF. Figure 3 below illustrates how repeated incorrect application IDs in the header of Diameter message can result in a DoS attack on the SMSF. Figure 4 below demonstrates how invalid AVPs or incorrect values in AVPs in Diameter messages can lead to a DoS attack on the SMSF.
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Figure 3: Illustration for DoS attack in absence of category 1 filtering
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Figure 4: Illustration for DoS attack in the absence of category 0 and category 2 filtering

Considering our findings and the preceding discussion, it becomes clear that implementing effective filtering mechanisms at the Diameter SGd interface of the SMSF is essential. This measure helps protect against potential DoS attacks and ensures the integrity and availability of the network at the application layer.

5.4 Proposal

IIT Bombay proposes to regard the filtering of the SGd Diameter interface as a necessity to safeguard the availability and integrity of the Diameter interface, along with their corresponding test cases within the existing SMSF SCAS (TS 33.529 V0.4.0). 
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